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Reversing and Patching Java Bytecode

1 Good - quality Java source can often be generated from Java bytecode with little
difficulty due to certain characteristics of bytecode:

Platform -independent (consistent) instruction set and layout/format.

Very rich, well -structured metadata about Classes, Methods, and Variables:
1 names and datatypes (e.g., String personName, Map personRecord).
1+ Method signatures (includes Constructors).

1 Generating HLL source (e.g., C/C++) from machine code is challenging due to
high variation in the output of compilers on different platforms and unavoidable
loss of information that occurs when compiling a HLL down to machine code.

Note : Symbolic information may be included in machine code when
specifying a compil er 6s-g,frdebug,UTET). opti on ( e.



Reversing and Patching Java Bytecode
(cont 60d)

1 The following diagram illustrates the difference in how Java bytecode and
machine are processed during execution:
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Reversing and Patching Java Bytecode
(cont 0d)

1 The following formal definitions of machine code and Java bytecode apply:

Machine code AMachine code or machine | anguag
instructions and data executed directly by a computer's central processing

u n i tld]. Machine code contains the platform -specific machine instructions

to execute on the target processor.

Javabytecode : fnBytecode is the iIintermediate re
programs just as assembler is the intermediate representation of C or C++

pr ogr afbg.davd bytecode contains platform -independent instructions

that are translated to platform -specific instructions by a Java Virtual

Machine.


http://en.wikipedia.org/w/index.php?title=Machine_code&oldid=246690032
http://www.ibm.com/developerworks/ibm/library/it-haggar_bytecode

Reversing and Patching Java Bytecode
(cont 0d)

1 Machine code is stored in files with varying extensions (* .exe, * .dll, *.so,..,);
extensions are dependent upon the operating system.

1 On the contraryeée

Java bytecode is always stored in files that have a * .class extension.

1 The Java Language Specification allows at most one top -level public class to be
defined per *.java source file and requires that the bytecode be stored in a file
with whose name matches the pattern TopLevelClassName.class

1 Collections of Java classes, such as those for an application or class library, are
stored together in an archive file with a *Jar extension.



Reversing and Patching Java Bytecode
Decompiling and Disassembling Java Bytecode

1 Bytecode is stored in a binary format that is not human -readable and therefore
must be Adi sassembledo in order to be read.

va Devel opment Tjwp,hKlkacommadnd Dlike ¢ o me
|l sassemblingo Java bytecode.

1 Tosaythat javap disassembles bytecode is a misnomer because the output of
javap is unstructured text which cannot be compiled back to bytecode.

The assumption is you already have the *.class file.

1 The output of javap is nonetheless useful as a debugging and performance
tuning aid since one can see which JVM instructions are generated from high -
level Java language statements.



Reversing and Patching Java Bytecode
Decompiling and Disassembling Java Bytecode

Javap> demao
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PS C:\Users\Teodoro‘ZIdeaProjects\Cs520b\out\production\C520606>

Locate the ".cl/ass file
for the Java program.




X

PS C:\Users\Teocdoro\IdeaProjects\Cs2bb\out\production\C526b> dir

Directory: C:\Users\Teodoro\IdeaProjects\C526b\out\production\C5266

Mode LastWriteTime Length Name
_a___

2/1/2015 3:30 PM ___ééé [;;Eﬂrgumentﬂ.c1a55

PS C:\Users\Teodoro\IdeaProjects\C5266\out\production\C5266>




e g

PS C:\Users\Teocdoro\IdeaProjects\Cs2bb\out\production\C526b> dir

Directory: C:\Users\Teodoro\IdeaProjects\C526b\out\production\C5266

Mode LastWriteTime Length Name
_a___

2/1/2015 3:30 PM ___ééé [;;Eﬂrgumentﬂ.c1a55

PS C:\Users\Teodoro\IdeaProjects\C5266 \out\production\C5266> javap_

Enter the javap command
without arguments to

display help details.
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PS C:\Users\Teocdoro\IdeaProjects\Cs2bb\out\production\C526b> dir

Directory: C:\Users\Teodoro\IdeaProjects\C526b\out\production\C5266

Mode LastWriteTime Length Name

—a-—- 2/1/2015 3:30 PM 838 ListArguments.class

PS C:\Users\Teodoro\IdeaProjects\C5266 \out\production\C5266> javap
Usage: javap <options> <classes>
where possible options include:

-help --help -7 Print this usage message
-version Version information
-v -verbose Print additional information
-1 Print 1line number and local variable tables
-public Show only public classes and members
-protected Show protected/public classes and members
-package Show package/protected/public classes
and members (default)
-p -private Show all classes and members
-C Disassemble the code
-5 Print internal type signatures
-sysinfo Show system info (path, size, date, MD5 hash)
of class being processed
-constants Show static final constants
-classpath <path> specify where to find user class files
-bootclasspath <path:- Override location of bootstrap class files

PS C:\Users\Teodoro\IdeaProjects\CS20b\out\production\C5266> _




Ig 4
PS C:\Users\Teocdoro\IdeaProjects\Cs2bb\out\production\C526b> dir

Directory: C:\Users\Teodoro\IdeaProjects\C526b\out\production\C5266

Mode LastWriteTime Length Name

—a-—- 2/1/2015 3:30 PM 838 ListArguments.class

PS C:\Users\Teodoro\IdeaProjects\C5266 \out\production\C5266> javap
Usage: javap <options> <classes>
where possible options include:

-help --help -7 Print this usage message
-version Version information
-v -verbose Print additional information
-1 Print 1line number and local variable tables
-public Show only public classes and members
-protected Show protected/public classes and members
-package Show package/protected/public classes
and members (default)
-p -private Show all classes and members
-C Disassemble the code
-5 Print internal type signatures
-sysinfo Show system info (path, size, date, MD5 hash)
of class being processed
-constants Show static final constants
-classpath <path> specify where to find user class files
-bootclasspath <path:- Override location of bootstrap class files

PS C:\Users\Teocdoro\IdeaProjects\Cs266\out\production\C526b> javap -c -1 ListArguments.class

Disassemble the bytecode
and print information about
local variables.
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PS C:\Users\Teocdoro\IdeaProjects\Cs26b6\out\production\C526b> javap -c -1 ListArguments.class
Compiled from "ListArguments.java"

public class ListArguments {
public ListArguments();

Code:
0: aload_0 The constructor.
1: invokespecial #1 J// Method java/lang/Object."<init>":()V

4: return
LineNumberTable:
Tine 1: 0
LocalvariableTable:
start Length Slot Name Signature

0 5 0 this LListArguments;
public static void main(java. lang.String[]);
Code: The main method.

0: iconst_0

1: istore_1

2: iload_1

3: aload_0

4: arraylength

5: if_icmpge 50

8: getstatic #2 J// Field java/lang/System.out:Ljava/io/PrintStream;
11: new #3 J/ class java/lang/StringBuilder
14: dup
15: invokespecial #4 J/ Method java/lang/StringBuilder."<init>":(QV
18: ldc #5 J/ String Argument[
%g: j?voseiirtua1 #6 // Method java/lang/StringBuilder.append: (Ljava/lang/S

: dload_

24: dinvokevirtual #7 // Method java/lang/StringBuilder.append: (I)Ljava/lang
27: ldc #8 S/ string ]:
29: invokevirtual #6 // Method java/lang/StringBuilder.append: (Ljava/lang/S
32: aload_0

33: iload_1

34: aaload

35: 1invokevirtual #6 // Method java/lang/StringBuilder.append: (Ljava/lang/s
38: 1invokevirtual #9 // Method java/lang/StringBuilder.toString: QLjava/lan
41: dnvokevirtual #10 // Method java/io/PrintStream.printin: (Ljava/lang/Stri
44: 1dinc 1, 1
47: goto 2

50: return
LineNumberTable:

Tine 3: 0

line 4: 8




LineNumberTable:
Tine 1: 0
LocalvariableTable:

Start Length Slot Name

0 5

Signature

0 this LListArguments;

public static void main(java.lang.String[]);

Code:

0: iconst_0

1: distore_1

2: iload_1

3: aload_0

4: arraylength
5: if_icmpge

8: getstatic
11: new
14: dup
15: invokespecial
18: ldc
20: invokevirtual
23: ileoad_1
24: invokevirtual
27: ldc
29: dinvokevirtual
372: aload_0

33: iload_1

34: aaload

35: inwvokevirtual
38: inwvokevirtual
41: dinvokevirtual
44: F1inc
47: goto

50: return

LineNumberTable:

Tine 3: 0

line 4: 8

Tine 3: 44

Tine 6: 50

LocalvariableTable:

Start Length Slot Name

2 48
0 51

50
#2
#3

#4
#5
#6

#7
#8
#6

#6
#9
#10
1,

1

1 i I
0 arguments

Signature

J// Field java/lang/System.out:Ljava/io/PrintStream;
J// class java/lang/StringBuilder

// Method java/lang/StringBuilder."<init>": (Vv
J/ Sstring Argument[
// Method java/lang/StringBuilder.append: (Ljava/lang/Ss

// Method java/lang/StringBuilder.append: (I)Ljava/lang
S/ string ]:
J// Method java/lang/StringBuilder.append: (Ljava/lang/S

Method java/lang/StringBuilder.append: (Ljava/lang/s
Method java/lang/StringBuilder.toString: (QLjava/lan
Method java/io/PrintStream.printin: (Ljava/lang/Stri

Sy, e
i

List of methods and

their signatures.

[Ljava/lang/String;

}
Ps C:\Users\Teodoro“IdeaProjects\C526b\out\production\C5266>




LineNumberTable:
Tine 1: 0
LocalvariableTable:

Start Length Slot Name

0 5

Signature

0 this LListArguments;

public static void main(java.lang.String[]);

Code:

0: iconst_0

1: distore_1

2: iload_1

3: aload_0

4: arraylength
5: if_icmpge

8: getstatic
11: new
14: dup
15: invokespecial
18: ldc
20: invokevirtual
23: ileoad_1
24: invokevirtual
27: ldc
29: dinvokevirtual
372: aload_0

33: iload_1

34: aaload

35: inwvokevirtual
38: inwvokevirtual
41: dinvokevirtual
44: F1inc
47: goto

50: return

LineNumberTable:

Tine 3: 0

line 4: 8

Tine 3: 44

Tine 6: 50

LocalvariableTable:

Start Length Slot Name

}
Ps C:\Users\Teodoro“IdeaProjects\C526b6%\outh,

2 48
0 51

50
#2
#3

#4
#5
#6

#7
#8
#6

#6
#9
#10
1,

1

1 i I
0 arguments

Signature

J// Field java/lang/System.out:Ljava/io/PrintStream;
J// class java/lang/StringBuilder

// Method java/lang/StringBuilder."<init>": (Vv
J/ Sstring Argument[
// Method java/lang/StringBuilder.append: (Ljava/lang/Ss

// Method java/lang/StringBuilder.append: (I)Ljava/lang
S/ string ]:
J// Method java/lang/StringBuilder.append: (Ljava/lang/S

Method java/lang/StringBuilder.append: (Ljava/lang/s
Method java/lang/StringBuilder.toString: (QLjava/lan
Method java/io/PrintStream.printin: (Ljava/lang/Stri

Sy, e
i

Verbose mode.

[Ljava/lang/String;

roduction\C5266= -v ListArguments.class
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PS C:\Users\Teocdoro\IdeaProjects\Cs26b6\out\production\C526b> javap -v ListArguments.class
Classftile /C:/Users/Teodoro/IdeaProjects/Cs266/out/production/Cs266/ListArguments.class

Last modified Feb 1, 2015; size 838 bytes

MD5 checksum 15lacch?3e098c9857 3cbb1aB81855629

Compiled from "ListArguments. java"
public class ListArguments

SourceFile: "ListArguments. java"

minor wversion: 0

major version: 51

flags: ACC_PUBLIC, ACC_SUPER
Con;{ant pool:

= Methodref : ‘L //  java/lang/Object."<init=":(QV

#2 = Fieldref Conﬂan?poolﬂmphcﬂ //  java/lang/System.out:Ljava/io/Printstream;

#3 = Class and explicit constant // Jjava/lang/StringBuilder

#4 = Methodref declarations) //  Java/lang/StringBuilder."<init>": OV

#5 = String ' S/ Argument[

#6 = Methodref 3. 1 4 //  Jjava/lang/StringBuilder.append: (Ljava/lang/String;)L

#7 = Methodref #3.#35 S/ java/lang/stringBuilder.append: (I)Ljava/lang/StringB

#8 = sString #3060 VA -

#9 = Methodref #3.#37 //  Jjava/lang/StringBuilder. tostring: (JLjava/lang/String
#10 = Methodref #38.#39 J/  Java/io/PrintStream.println: (Ljava/lang/String;)Vv
#11 = Class #40 // ListArguments
#12 = Class #41 J/  java/lang/Object
#13 = Utfs <init=>
#14 = ULT8 Qv
#15 = Utf8 Code
#16 = ULf8 LineNumberTable
#17 = Utf8 LocalvariableTable
#18 = Utf8 this
#19 = Utf8 LListArguments;

#20 = UtT8 main

#21 = ULT8 ([Ljava/lang/String;)V

#22 = ULT8 i

#23 = ULT8 I

#24 = utf8 arguments

#25 = utf8 [Ljava/lang/String;

#26 = Utf8 StackMapTable

#27 = UtTs SourceFile

#28 = Utf8 ListArguments. java

#29 = NameAndType #13:4#14 Sl MmOV

#30 = Class #42 J/  java/lang/System
#31 = NameAndType #43-#44 J// out:Ljava/io/PrintStream;
#32 = Utf8 java/lang/StringBuilder

#33 = ULf8 Argument[




X

{

#34 = NameAndType
#35 = NameAndType
#36 = Utf8
#37 = NameAndType
#38 = Class
#39 = NameAndType
#40 = Utf8
#41 = Utf8
#42 = Utf8
#43 = Utf8
#44 = Utf8
#45 = Utf8
#46 = Utf8
#47 = Utf8
#48 = Utf8
#49 = Utf8
#50 = Utf8
#51 = Utf8
#52 = Utf8

public ListArguments();
flags: ACC_PUBLIC

X

#45:#40 J/ append: (Ljava/lang/String;)Ljava/lang/StringBuilder;
#45:#47 // append: (I)Ljava/lang/StringBuilder;

1:

#48:#49 // tostring: (JLjava/lang/String;

#50 J/  java/io/PrintStream

#51:#52 J/ println:(Ljava/lang/String;)Vv

ListArguments
java/lang/Object
java/lang/System

out

Ljava/io/PrintStream;

append
(Ljava/lang/String;)Ljava/lang/stringBui lder;
(I)Ljava/lang/StringBui lder;
toString
(OLjava/lang/Sstring;
java/io/PrintStream

println
(Ljava/lang/string;JVv

Code:
stack=1, locals=1l, args_size=1
0: aload_0
1: invokespecial #1 J/ Method java/lang/Object.”<init=":(QV

4: return

LineNumberTable:

line 1: 0

LocalvariableTable:

Start Length Slot Name Signature

0

0 this LListArguments;

public static void main(java. lang.string[]);
flags: ACC_PUBLIC, ACC_STATIC

Code:

stack=4, locals=2, args_size=1

iload_1
: aload_0

Cownfa bl = O

: diconst_0
istore_1

: arraylength
if_icmpge
etstatic

#2 // Field java/lang/System.out:Ljava/io/Printstream:




stack=4, locals=2, args_size=1
0: diconst_0

1: istore_1

2: iload_1

3: aload_0

4: arraylength

5: if_icmpge 50
8: getstatic #2

J/ Field java/lang/System.out:Ljava/io/PrintStream;
11: new #3 J/ class java/lang/StringBuilder
14: dup
15: invokespecial #4 // Method java/lang/StringBuilder."<init>":(QV
18: ldc #5 // String Argument[
20: dnvokevirtual #6 // Method java/lang/StringBuilder.append: (Ljava/lang
23: iload_1
24: invokevirtual #7 // Method java/lang/StringBuilder.append: (I)Ljava/1
27: ldc #8 S/ string ]:
29: dinvokevirtual #06 // Method java/lang/StringBuilder.append: (Ljava/lang
32: aload_0
33: iload_1
34: aaload
35: invokevirtual #6 // Method java/lang/StringBuilder.append: (Ljava/lang
38: 1invokevirtual #9 // Method java/lang/StringBuilder.toString: (QLjava/l

41: Hdnvokevirtual #10
44: dinc 1, 1
47: goto 2
50: return
LineNumberTable:
line 3: 0
line 4: &
Tine 3: 44
Tine 6: 50
LocalvariableTable:
Start Length Slot Name Signature
2 48 1 i I
0 51 0 arguments [Ljava/lang/String;
StackMapTable: number_of_entries = 2
frame_type = 252 /* append */
offset_delta = 2
locals = [ int ]
frame_type = 250 /* chop */
offset_delta = 47

S
S

Method java/io/PrintStream.println: (Ljava/lang/st

}
Ps C:\Users\Teodoro“IdeaProjects\C526b\out\production\C5266>




Reversing and Patching Java Bytecode
Decompiling and Disassembling Java Bytecode

1 The result of disassembling Java bytecode is a pseudo -assembly language, a
language that cannot be compiled or assembled but serves to provide a more
abstract, readable representation of the bytecode

1 While it may seem possible to use a hex editor directly modify Java bytecode in
a *.class file, this is similar in difficulty to editing machine code in a hex editor.

However, libraries exist for deserializing and serializing bytecode using in -
memory Java object models. This allows programmatic modification.

1 Decompiling then recompiling Java bytecode after making modifications is
perhaps the most straightforward way to reverse and patch Java applications.

20



Reversing and Patching Java Bytecode
Java Bytecode Reversing and Patching Exercise

C:AWINDDWSAsystem32\java.exe Mi=1E3

i,

Password Uault 1.8
CLimited Trial Uersion>

Teodoro Cipresso,. S5an Jose State University
Contact: teodorolreversingproject.info
AES 128-Bit Encryption uwusing Java JCE Framework

[ ——

»>» Specify vault username and press Enter:

1=

A
—

PasswordWVaultjar

) &
PasswordVault.jar

The Password Vault Java application can store
password records for multiple users. An encrypted,
password-protected file with the name [username].dat
is created for each new user in the current directory.



http://www.cipressosjsu.info/CS266/jar/PasswordVault.jar
http://www.cipressosjsu.info/CS266/jar/PasswordVault.jar
http://www.cipressosjsu.info/CS266/jar/PasswordVault.jar

Reversing and Patching Java Bytecode
Java Bytecode Reversing and Patching Exercise

C:AWINDDWS \system32\java.exe =] E3
+> Mame: recorddl AI

- Username : usernamefdl
¢—> Password: passworddl
(-2 Description: descriptionBl

C+) Mame: recordd2
¢—> Username : usernameBdz
—>» Password: passwordB2
¢—> Description: descriptiond2

C+> Hame: recordBl
-2 Username : usernanell
¢—> Password: passworddl
(-2 Description: descriptionB3

@\

PasswordWVaultjar (+> Hame: recordBfd
. (—> Username : usernameBd
PasswordVault.jar (- Password: passwordd®4d

¢—> Description: descriptionB4

C+> Hame: recordBb
-2 Username : usernanels
¢—> Password: passwordds
(-2 Description: descriptionB5

Password UVault 1.8
(Limited Trial Uersion2

Teodoro Cipresso,. San Jose State University
Contact: teodorolreversingproject.info
AES 128-Bit Encryption using Java JCE Framgyurk

+
1
1
1
1
1
1
1
1
1
1
1
1

E%; gisplay P%sswurddﬂﬁcurdﬁ SPECW}' option (2) to

reate a Passwop ecop :
3> Edit a Password Record attempt to create a SIXth
(4> Delete a Password Record passwnrd rECClrd.

5> Change the Vault Password
(6> Save Records and Quit

»>» Specify an option number and press Enter: 2 :j



http://www.cipressosjsu.info/CS266/jar/PasswordVault.jar
http://www.cipressosjsu.info/CS266/jar/PasswordVault.jar
http://www.cipressosjsu.info/CS266/jar/PasswordVault.jar

Reversing and Patching Java Bytecode
Java Bytecode Reversing and Patching Exercise

C:AWINDDWS \system32\java.exe =] E3
¢—> Username : usernameBds AI

—>» Password: passwordBS
¢—> Description: description@s

Password Vault 1.6
CLimited Trial Version>

Contact: teodorolreversingproject.info
AES 128-Bit Encryption using Java JCE Framework

1

]

i

:

i Teodore Cipresso,. San Jose State University
1

]

1

L]

i

(1> Display Password Records A message Is d|5p|a}'ed

2> Create a Password Record 0 . .
PasswordVaultjar (3> Edit a Password Record Indlcatlng that the trial
4> Delete a Password Record IImItatlnn has been rEEChEd

i (5> Change the Vault Password
PasswordVault.jar (6> Save Records and Quit

@\

»>»> Bpecify an option number and press Enter: 2

[Error] Thank vou for trying Password Uault? You have reached the maximum number
of records allowed in this trial version.
N

+ +

H Password UVault 1.8 Ir h
i (Limited Trial Uersion> t | Make note of this note of this

! Teodoro Cipresso,. San Jose State University E error message as it's an artifact

i Contact: tecodorolreversingproject.info H .

! AES 128-Bit Encryption using Java JCE Framework | related to the programs check

' " | for whether the trial limitation

1> Displav Password Records

(2> Create a Password Record hES beerlrEEChEd'

(3> Edit a Password Record

(4> Delete a Password Record N V.

5> Change the Vault Password
(6> Save Records and Quit

»» Specify an option number and press Enter: _ :j



http://www.cipressosjsu.info/CS266/jar/PasswordVault.jar
http://www.cipressosjsu.info/CS266/jar/PasswordVault.jar
http://www.cipressosjsu.info/CS266/jar/PasswordVault.jar

Reversing and Patching Java Bytecode
Java Bytecode Reversing and Patching Exercise

¢ Command Prompt

Microsoft Windows HP [Uersion 5.1.26881 -
Gy Copyright 1985-2881 Microsoft Corp.

c s PasswordlanltTrialJavarmkdir patch

c s PasswordlanltTrialJavarcopy PasswordlUault.jar .spatch_

. A

Copy the Password Vault application Jar file
” into the patch directory. The Jar file contains
| = the bytecode representations of the Java
PasswordVault.jar classes which implement the application.
PasswordVault.jar \ /



http://www.cipressosjsu.info/CS266/jar/PasswordVault.jar
http://www.cipressosjsu.info/CS266/jar/PasswordVault.jar
http://www.cipressosjsu.info/CS266/jar/PasswordVault.jar

Reversing and Patching Java Bytecode
Java Bytecode Reversing and Patching Exercise

¢ Command Prompt

Microsoft Windows WP [Uersion 5.1.26881] -
CC» Copyright 1985-2801 Microsoft Corp.

c:sPasswordlUanltTrialJavarmkdir patch

c:sPasswordlUanltTrialJavarcopy PasswordUault. jar .spatch
1 file<s> copied.

c=“PasswordlaultTrialdavarcd patch

C:~PasswordlaultTrialJavaspatchr>jar »xvf Passwordlault.jar .
Extract the Jar archive

':r' " -
| = into the patch directory.
PasswordWVaultjar

PasswordVault.jar



http://www.cipressosjsu.info/CS266/jar/PasswordVault.jar
http://www.cipressosjsu.info/CS266/jar/PasswordVault.jar
http://www.cipressosjsu.info/CS266/jar/PasswordVault.jar

Reversing and Patching Java Bytecode
Java Bytecode Reversing and Patching Exercise

¢ Command Prompt

[ =

Microsoft Windows HP [Uersion !

CC» Copyright 1985-2881 Micro

If this Jar is meant to be executed directly
by the Java JRE, a manifest file will be
included that indicates which class
declares the main method (entry point).

c:sPasswordlUanltTrialJavaimkdi

c: s PasswordlUaultTrialJavaicop
1 file<s> copied.

c-~PasswordlaultTrialJavaicd

C:~PasswordlaultTrialdavaspatc
inflated: META-INF-MAMIFEST .MF
inflated: inforsreversingproject-spasswordvaultsIPasswordlault.class
inflated: infosreversingproject-spasswordvaunlt-PasswordRecord.class
inflated: inforsreversingproject-spasswordvaultsIPasswordlaultConsoleltil.class

@\

PasswordWVaultjar inflated: info/reversingprojectspasswordvault/IPasswordlaultJCEWrapper.class
. inflated: inforsreversingproject-spasswordvault-PasswordlaultJCEUrapper.class
IDaSSVVOYd\QMﬂtJar inflated: info-reversingproject-spasswordvaunlt-IPasswordStore.class

inflated: info-sreversingproject-spasswordvault-PasswordStore.class

inflated: infosreversingproject-spasswordvaunlt-sIPasswordRecord.class
inflated: inforsreversingproject-spasswordvault Passwordlault.class

inflated: infosreversingproject-spasswordvaunlt- PasswordlaultConsoleltil.class
inflated: .classpath

inflated: .project ﬂj\\

C:sPasswordlUaunltTrialJavaspatchs> ( )
The compiled Java classes are
extracted into directories. The
directory structure should reflect
the package that each class is in.

L o
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Ei FrontEnd Plus v1.04 - UNREGISTERED k l_l_l_
2 o & T = = | k&% 07| L ' Dpen the FrontEnd LA |
—————— Plus reversing tool.

FrontEndPlusV1andV2.zip

FrontEndPlusVl1andV2.zip ¥

FrontEnd Plus is a freeware (free to register) reversing
tool that provides a graphical user interface to Jad, a
Java decompiler (decompiles [* class] files).
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FrontEndPlusV1andV2.zip
FrontEndPlusVlandV2.zip

& D SE

N

FrontEnd Batch DeCompile

| Fie Edit search window T¢ The Batch DeCompile window supports generating
Java source code from Java class files by invoking
the Jad decompiler for each selected file.

BatchiDecompile

L

l
.“ =
=

[= c: [wdsatal60gh]

D ecompile | | Cancel

= C5
[= Program Files
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Java Bytecode Reversing and Patching Exercise

FrontEndPlusV1andV2.zip
FrontEndPlusVlandV2.zip

Edit Search Window Tools and Options Feedback Homepages Help |0333|

| Eie &
| &E (0 SEE (S8 #aay|h e S

FrontEnd Batch DeCompile

yateniDEcomI|CRm=*

IPasswordRecord.class |= c: [wdsatalE0gh]
IPasswordStore.class = O

IPasswordWault class .
IPasswordaultConsoleltil.cl [ Pessmarss il e

IPasswordvault JICEWrapper.c [= patch
FasswordRecord. class (= nfo
FasswordStore.class | B reversingproject
FasswordWault.class :
PasswordaultConsolelLtil.cla
FasswordvaultlCEMrapper.c

N

Select all of the Java class files. The Batch
DeCompile dialog is unable to recurse
directories, so the action would need to be
repeated for each package in the Java
application if there exists more than one.
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9

¢
1 4
FrontEndPlusV1andV2.zip

FrontEndPlusVl1andV2.zip

[=r reversingproject

fae sordyault

inxd
JEiIe Edit Search Window Tools and Options Feedback Homepages Help |3333|
& 0P |8 aallinr S gl El | & &
oo bauch Docorpie
L]
=
|E= c: [wdsatalBlgb) =l
= Ch
= PazzwordyaultTriall ava
[=r patch
[=r info

[ecompile k

Press the "Decompile” button to generate Java code for
each of the selected class files. A [*.java] file will be
generated for each [* class] file in the same directory.

A\

|Ready |JDK v1.6Found  |FrontEnd Plus ©15933-2001 Martin Cowley
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b

FrontEndPlusV1andV2.zip
FrontEndPlusVlandV2.zip

E FrontEnd Plus »1.04 - PasswordY aultlCEWrap

JEiIe Edit Search Window Tools and Options Feedback Homepages Help |3333|

M=1E3

& LIDISER & SS| #ao

B P or Each generated [*.java] file is automatically

G| PazswoniHEE opened in a new window. These files do not
oY B PasswordStore java actually exist in the file system until they are
B 5 PasswordVault java explicitly saved using the File menu.
_ E Paszsword¥ aultConzoleltl java 4

E Pazsword¥aultlCEWra

I(’f FroptEnd DPlus GUL for JAD
-7 Imports A4 DelCompiled @ PasswordVaul tJCENrapper.class

-] Methods

=& )

package info.reversingproject.passwordwvault;
import java.security.MessageDigest:

import Jjavax.crypto.Clipher:
import Jjavax.crypto.spec.lecretEeyipec:

e IPasswordvaul tJCERNrIpper

public class PasswordVaultJCEWrapper
implements IPasswordVaultJCEWrapper

. i

public PasswordVaultJCEWrapper ()

< |

A4 Referenced classes of package info.reversingprojec

-

A7

k%ﬂﬁlmurierwew v|10v|%‘Em|gﬁ|

x|
1o x|

D3

o |

l ‘ public static final int DELEEE_PASSMOED_RECORD

| Modified |10Files Selected  |SearchT ext Thank wou for bying not fournd!

- I
kb;
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E FrontEnd Plus »1.04 - PasswordY aultlCEWrapper_java - [PazzwordY ault)CEWrapper_ja¥a]

JEiIe Edit Search ﬂindow Tools and Options  Feedback Homepages Help |3333|

| & LD S

Caurier Mew '|IU*|%*EDJ|E5&|

S FrontEnd Plus GUI for JAD =
H-{Z] Imports S DeCompiled ;| PasswordVaul EJCENrapper.class

IG% j’
Browse me meu‘ll:lds roject.passwordvault;

declared in the Java code,

sgagebigest; -
— pher:

import javax.crypto.spec.SecretEeySpec:

>

FrontEndPlusy 1 and‘u’E.zip A5 Referenced classes of package info.reversingproject.passwordrault:

. v TPhasswordvaul tJTCERrapper
FrontEndPlusVlandV2.zip d h

Notice that all of the variable and method names are
unchanged from the original Java source. Some Java
compilers offer an option to strip variable and method
names when generating bytecode [* .class] files; see
the anti-reversing exercises for more information.

L
public String encrgptStringTDH;:{;;ring _SourceBuffer, Jtring passPhr
throws Exception
{
if { sourceBuffer.lengthi)] == 0}
throw new IllegallirgunentException("PasswordVaultJCEWrapperfer
if [ passPhrase.lengthi] != 18]
throw new IllegallrgumentException("PasswordVaultJCEWrapperfer
3tring cipherTextisHex = null;
q hwite keuRuore=al1l = newr hwtel 1R1 - _}ILI
| Modified |10Files Selected  |SearchT ext Thank wou for bying not fournd! i
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E FrontEnd Plus »1.04 - PasswordY ault_java - [PazzwordY ault_java] !Elm

JEiIe Edit Search Window Tools and Options Feedback Homepages Help |3333|

&3 P IDSLE S8 #ati b B D couernen - E0F A
I .-|| |pu.hli|:! roid runf) ;I
The reference to method doGet UserName AndPassword(]
docreatENEWRecord() is found in passworditore. loadRecordsFrowhisk() J
. for (boolean exitProgr=un = false; !exitProgram;)
the run() met‘nqd wh_lch appears to .
be the programs main IOOP that int selection = doGetUserMenuSelection():
% » displays the options menu and switch(selection)
_ handles the user's selections. !
FrontEndPlusV1andV2.zip case 1: // "i001°
. A dolisplayRecords() ;
----- g LI EdLE N W EL0)| ) K
FrontEndPlusVlandV2.zip | e break;
----- ¢ doDisplayRecards]) .
----- % void doDizplayR ecords() case 2: // '\002'
..... # deDeleteFecord] doCreatelewRecord() ; doCreateNewRecord()
----- ; ;n?dq;tneletdegecmdn break; is called when menu
----- oE ditFecaor A A H
----- % woid doEditR ecard|) case 3: S/ "L003° Optlon (2) IS SpECIfled.
----- ¢ daChangelaultFaszward() doEditRecord() ; y
----- % void doChange!aultPassword() break;
case 4: 7 "\004°
dobeleteRecordl() ;
break:
case 5: /SF "L405°
doChangeWVaultPasswordl()
break:
1 _>I_I
|Ready | Modified |10Files Selected  |SearchT ext Thank wou for bying not fournd! i
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E FrontEnd Plus »1.04 - PasswordY ault_java - [PazzwordY ault_java] !Elm
J File Edit Search Window Tools and Options Feedback Homepages Help | i |
& LID SR S8 Méti| A BB Q| coreren o B E M A
.-| public void dolreatelNewRecord() ;I
&~ [t {
=
An immediate condition is found
that displa}‘s a message and Paisword‘faultCDnsoleUtll.Dlspla?Hessage("Thank you
n . return;
aborts adding a record if five or )
% more records El|read)' e}(iSt- PasswordRecord newRecord = new PasswordBRecordl() :
} PasswordVaultConsolelUtil . DisplayMeszage ("Selected b "{
7= bhoolean natneZet = false;
FrontEndPlusV1 and\"‘r"i'"p ----- @ int doGetl serMenuSelection|) do J
H O | doCreateMewR d
FrontEndPlusVl1andV2.zip (; eI EaAcee] (
----- % void doCreateMNewR ecord) . . .
..... ¢ doDisplayRecords() PasswordVaultConsolelUtil.DisplayMessage ("Specify =
..... % void doDisplayFecords() 3tring nawe = PasswordVaultConsolelUtil.getConsolell
----- g doDeleteRecond]] if (name. length(] == 0]
----- % void doDeleteRecord]) {
..... ¢ doEditFecord]) PasswordiWaultConsoleltil.isplaylessage ("Recori
----- % woid doEditR ecard|) return;
----- g doChangeVaultPazsword(] ¥
----- % void doChange!aultPassword() if (password3tore.recordExizts (name) )
PasswordvVaultConsoleltil.DisplavyMessage ("L rec:
else
try
{
newRecord. setNawe (nawe )
namweset = true;
}
catchiIlllegalirgumentException illegalarguments
Towmhilel | neawmeaSat ) . -
KN »
|Ready | Modified |10Files Selected  |SearchT ext Thank wou for bying not fournd! i
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>
FrontEndPlusV1andV2.zip

FrontEndPlusVl1andV2.zip

E FrontEnd Plus »1.04 - PasswordY ault_java - [PazzwordY ault_java] !Elm
J File Edit Search Window Tools and Options Feedback Homepages Help |3333|
= A . r)
J& DeCarnpile CtrI+Dﬂ EI%E ﬂﬂ?.;g kﬁﬂgﬂﬁa|murlerwew '|ID’|%EEE|H&|
= E:E Batch DeCampile Chl+E fFe—m— .-| public void dolreatelNewRecord() ;I
E {
ReCarnpile 5 ; —
Fas A AAiffpasswordStore. getRecords () .s1izef) == &)
O ew Chr+N i -
. =) A PasawordVaul tConsolalftil, Diapl ayMessage f "Thank v
B open.. Chr+O A returns
B - Chr+Alk+5 AAr
FE Save A h CtrI+S| o] PasswordRecord newRecm.:d =.new PasswordRecordl() ; .
g PasswordVaultConsolelUtil . DisplayMeszage ("Selected b "{
B ceve Ctrl+a F‘asswurd[] hoolean nameSet = false:
ian(] do
& print Chrl+P {
B Print Setup... Crkp ! PasswordVaultConsolelUtil.DisplayMessage ("Specify a
Recert Files = b String nawe = PasswordVaultConsoleltil.getConsolell
= if (neamwe. lengthi) == 0)
fle Exit {
i g doEditFRecord]) PasswordiWaultConsoleltil.isplaylessage ("Recori
% woid doEditR ecard|) return;
il g doChangeVaultPazsword(] ¥
“ 4 woid doChanget aultPassword() if (password3tore.recordExizts (name) )
PasswordvVaultConsoleltil.DisplavyMessage ("L rec:
else
try
{
newRecord. setNawe (nawe )
namweset = true;
}
catchiIlllegalirgumentException illegalarguments
Towmhilel | neawmeaSat ) . -
K »
|Save cument file under a new name i
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@\

PasswordWVaultjar

PasswordVault.jar

¢ Command Prompt

Microsoft Windows HP [Uersion 5.1.26881
Gy Copyright 1985-2881 Microsoft Corp.

c s PasswordlanltTrialJavarmkdir patch

c s PasswordlanltTrialJavarcopy PasswordlUault. jar .spatch
1 file<s> copied.

c -~ PasswordlaultTrialdJavarcd patch

C:~PasswordlaultTrialdJavaspatch>jar xvf Passwordlault.jar

inflated: META-INF-MANIFEST .MF

inflated: info-sreversingproject-spasswordvaultsIPasswordlault.class

inflated: info/reversingproject-spasswordvault-PasswordBRecord.class

inflated: info-sreversingprojectspasswordvaultsIPasswordlaultConsoleltil.class
inflated: info/reversingproject-spasswordvault-sIPasswordlaultJCEUrapper.class
inflated: info-sreversingprojectspasswordvault- -PasswordlaultJCEWrapper.class
inflated: info/reversingprojectspasswordvaultsIPasswordStore.class

inflated: info-sreversingproject-spasswordvault-PasswordStore.class

inflated: info/reversingprojectspasswordvault-sIPasswordRecord.class
inflated: info-sreversingproject-spasswordvault -Passwordlault.class

inflated: info/reversingprojectspasswordvault- PasswordlVaultConsolelltil.class
inf lated: .classpath

inflated: .project

C:sPasswordlanltTrialJavaspatchrjavac infosreversingprojectspasswordvanltsPassuwo
pdlault . java_
N

F ™
Compile the modified, generated Java
source for the PasswordVault.class file.
This step will overwrite the original,
extracted class file.

L o
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